
                                                                                                                                                                                                                              

Cybercrime Machine-Event Data Clearance as 

Emerging Counter-Cybercrime Best Practice  

 

Toward a Public Health Model of 

Intervention Against Common Cybercrimes



                                                                                                                                                                                                                              

Programmatic Cyber Data Exchange  

Is An Emerging Cross-Sector Discipline

▪ Civilization requires data exchange 

• Safety and security protocols run on data 

▪ Maritime Piracy Prevention 

▪ Property, Fire and Casualty Insurance 

▪ Public Health / Medical Research 

▪ And today: Cybercrime prevention



                                                                                                                                                                                                                              

Maritime Piracy Event Data Exchange
▪ Maritime Piracy Prevention 

• Fusion of piracy events dates to the 10th Century in Northern Europe 

• Hanseatic League cartographers fused map data of piracy on Baltic Sea to plot 

safest trade routes – away from locations of pirate attacks against trading ships 

• Today, piracy maps are maintained by treaty organizations and NGOs, like 

International Maritime Organization and International Maritime Bureau



                                                                                                                                                                                                                              

Property and Casualty Insurance Data Exchange 

▪ Property / Casualty Insurance 

• Ferguson-McCarran Act of 1945 

• Authorized / Compelled 

formation of statistical agents to 

collect and report losses and 

premium data for development of 

rational pricing of premiums – 

and for regulators to use to 

measure performance of insurers 

selling coverage in their states 

• Fusion of data by postal service 

code and event data (e.g. fire, 

burglary, etc.) allows underwriters 

to determine a rational premium 

for residential fire insurance



                                                                                                                                                                                                                              

Public Health  / Medical Research 

Data Exchange 
▪ Public Health / Medical Research 

• World Health Organization seasonal flu program – it all starts with strain data 

exchange between 127 nations’ regional flu center laboratories 
• Gene sequence repositories in Japan, UK, USA and countries all over the world 

make genomic data available to researchers worldwide to pursue new therapies 

and drugs against disease

National Gene Sequence Repositories for R&D  

to provide therapies for diseases and disorders

WHO Seasonal Flu Program  

for active disease suppression



                                                                                                                                                                                                                              

Cybercrime Event Data Exchange
• APWG eCX is an API platform for 

programmatically submitting and 

retrieving phishing URLs (with meta-

data such as reliability scores) that 

are archived at an API endpoint in a 

standards-based schema by APWG 
members only  

• APWG members are known (and 

deeply vetted) parties who work 

under a common contractual 

agreement with APWG. Every record 

with a Confidence Factor is auditable 

to the individual reporter. Exchange 
model: central clearinghouse



                                                                                                                                                                                                                              

Data Exchange: Emerging Discipline
▪ Cyber Data exchange leverage groups’ experiences, perspectives, 

volunteerism and data resources: 

• Closed/managed security discussion lists  
• Resources: Advice, and Collaboration 
• Privatized, access controlled, discussions and documentation for infrastructure maintenance 
• APWG members’ list; NANOG members list; M3AAWG member lists.  
• Ad hoc project lists for larger forensic/take-down operations 

• Vulnerabilities catalogs 
• Common Vulnerabilities & Exposures – DHS/CISA/MITRE 

• Technical V&Es from misconfiguration to software flaws 
• Cyber Abuse / Crime Curated Event Data Resources  

• Spamhaus, SURBL and APWG 
• REN-ISAC members’ only sharing system – Infrastructure abuse event data 

• AV malicious code archives 
• EICAR: European Institute for Computer Anti-Virus Research 
• Virus Bulletin 

• Data Format Conventions / Record Schema 
• Malware Information Sharing Platform (MISP)  
• STIX / TAXII



                                                                                                                                                                                                                              

Data Sharing Governance  Differs Widely  

in Scope and Philosophy

▪ APWG Data Sharing Agreement – 2004 to present v5.2.0 

• Code of Conduct for GDPR 

▪ FIRST - Information Exchange Policy 2.0 Framework Definition 

▪ REN-ISAC Information Sharing Policy 

• May 2018 V. 2.2 

▪ All valuable – but as yet no universal conventions for 

data logistics details — and data policy protocols — the 

way there are, for example, a treaty for exchanging 

authenticated documents, or an ITU-maintained protocol 

for terminating and billing international telephone calls



                                                                                                                                                                                                                              

eCX Operating Philosophy: Data Exchange Informs 

Programmatic Responses to Predictable Risks

▪ APWG considers the public health model of intervention important 

to emulate for managing cyber risk 

▪ APWG’s objective is to provide precisely defined, reliable data 

exchange for data elements and meta-data most useful for 

programmatic interventions against common cybercrimes 

▪ The policy and governance challenge is for contributors to eCX to 

accept and maintain data element definitions, data event definitions, 

meta-data definitions and data confidence conventions over the long 

term to sustain data reliability and fidelity as the data archives grow



                                                                                                                                                                                                                              

Public Health Models of Exchange Inform APWG’s Efforts 

▪ APWG’s eCrime eXchange is inspired by 

underwriters’ data clearinghouses, national gene 

banks and proteonomic banks at public-sector 

research ministries 

▪ They work well — and have for a long time

▪ Key challenges:  

▪ Enduring commitment 

of event data reporters 

adhering to data 

definitions and data-

marking conventions 

▪ Data conventions 

formation and 

maintenance 

foundational to scaling 

efforts to global 

dimensions



                                                                                                                                                                                                                              

Fake Store Project – Shades of Data 

Exchange’s Future as a Discipline

▪ Spring 2018, JC3 and APWG released report on the 

phenomenon of Fake Stores 

▪ Spurred interest from APWG members and 

correspondents from all over the world 

▪ JC3 understood that categories for reporting 

malicious domains on APWG eCX did not fit the 

domains they were reporting on eCX 

▪ ‘Fake Store’ is a completely fictitious enterprise 

selling inventory that does not exist 

• Different from domains that promote “Malware” or 

“Scams” - or “Storefront” or “Botnet C&Cs” that are 

categorized on eCX /mal_domain API endpoint 
▪ JC3 helped APWG craft the category “Fake Store” 

to distinguish it from phishing domain names or 

malware-dropping domain names 

▪ Precision in defining data elements eases 

discussions – and makes programmatic responses 

much more accurate and relevant to the data user / 

forensic artisan



                                                                                                                                                                                                                              

Data Exchange and Development of 

Cybercrime Response Ecosystem

▪ Cybercrime growth makes 

machine-animated, 

programmatic response most 

important to meeting growing 

scales of cybercrime abuse 

▪ Programmatic responses require 

mutual understanding not mere 

acceptance of data definitions & 

marking conventions 

▪ Optimizing a global response to 

common cybercrimes requires 

data standards and data 

marking conventions – down to 

the most fundamental aspects of 

each data element 

• Timestamp. Which standard? How 

written in the exchanged records? 

▪ Working to establish those 

standards and conventions will 

become even more important 

and challenging in the future as 

automated responses are 

deployed at global scale



                                                                                                                                                                                                                              

Work At Hand
▪ Establishing globally 

recognized and observed 

cybercrime event and 

data-type definitions 

▪ Establishing globally 

recognized reliability 

markings on cybercrime 

data records 

▪ Establishing globally 

accepted liability and 

indemnity conventions 

for reporters and 

consumers of cybercrime 

event data 

▪ Establishing agencies to 

codify them and 

maintain some or all of 

them – and/or vesting 

authority to maintain 

them in existing 

institutions



                                                                                                                                                                                                                              

History Doesn’t Repeat Itself – 

Though It Tends to Rhyme 

▪ For centuries, risk managers, underwriters 

and researchers have established data 

exchange for: 

▪ Piracy event maps 

▪ Property damage events 

▪ Disease events / medical data 

▪ Next: Cybercrime event data



                                                                                                                                                                                                                              

History Doesn’t Repeat Itself – 

Though It Tends to Rhyme (Part II)
▪ Establishing conventions and standards for cybercrime 

event data exchange will require participation by: 

▪ Victimized industries (financial services, brand holders, 

online retailers, telcos, etc.) 

▪ Law enforcement 

▪ Government 

▪ Standards organizations 

▪ Multilateral treaty organizations 

▪ New kinds of curatorial organizations 



                                                                                                                                                                                                                              

Contact: APWG

▪ The Directors 

▪ info@apwg.org 

▪ +1 617 669 1123

mailto:info@apwg.org

